PDF Structure

Version 1.10.2

C# C/C++

2025 12




©2024-2025
PDF Structure

PSPPI 1
PP UOPPPTTUPPPPTRRPPIN 1
2.0 P D e 1
G 70 2
700 USSR 2
T O RSP PUPRRR 3
G 70 T 1 PP 3
O I T= Yot U] 1 Y/ USSR 4
AL s 4
5.0 SHIUCTUIE i et e et e e et et e e e e et e e e e e e e e e e e aa e e enna e e annaa s 5
LS 701 PP 5
L PSPPI 5
L0 00 OSSR 5
L 6
55 I3 P 7
5.6 PO e e et e et e e aeeanraeean 7
5.7 5 PP 7
B B SBCUNILY 8
8.0 SECUNITY et e e e e e e e et a e e e aae et an e e e aaaaes 9
6.1 PDF (Incremental Update)  ..........euuiiiiuiiiiiiiiiiiiiiiiiiieiieeereeeeerreneraeeraeeeeneeanrrenrrsssrannrnn 9
6.2 PDF (Incremental Update) ....oiiiiiiiiiiiiiiiiiiiiiiiiiiie e e 9
G 20 PP 9
G PP 10
571 OSSP PP 10
6.6 SECUIE e 10
LTS <ol U | =P PPPPPPPPPP 11
7.0 DOocUMENTHIBrArCNY e 12
7.1 Document Security Store(DSS) 12
7.2 Validation-related Information(VRI) 12
T2 e ereeeeeereeeeeereeeeeeieeeeeaieeeetieeeet e eett e et a et aeraaaat 13
770 T PP 13
7 PSRRI 13
745 PSP 14
78 PSP 14

20 £ 14



©2024-2025
PDF Structure

7.8 (23 Y L 2 = Lo =) PP PRTPPPPRR 14
7.9 (BYTe RANGE) e e a e 15
TA0 s 15
701 PP 15
2200 PP 15
72200 T TSP 16
01 PP PP 16
A RS 1 =T RSP T TPPTUPPPRTTN 16
A TS U] o L =] PP 16
7.17 (0] 1 (=T N 16
725 PSPPSR 17
.19 ProdBUIld oo et e e e e er e e e e e e e b re e e e e e e n 17
%2 PP 17
%720 U 17
T 2 et e et eaaas 17
772 TP 18
7.24 0 18
7472 PP 18
7272 PR 18
7.27 ( ettt ettt ettt n et eaen 18
7272 SRR 19
7.28.1 DD e et e eeea 19
7.28.2 3 SN 19
07 < T PN 19
72 PO SR 19
7.28.5 Accuracy( ) RS 19
74572 7 TSP E 20
4725 V4 = PR 20
7.30 VRI R et 20
7.31 VRI O CSP e 20
745 772 @1 1Y/ PR 21
7% 7 7SS 21
75 PP 21
750 PP PPPPR PPN 22
e T I = Y7 0 = Y 05 X 1 T PP 22
8.2 VIBWECEITITICATE ...ttt ettt e e e sttt e e e s e e bbb et e e e e e e e s et ne e e e eeeeaa 22
ST Y 1=V SRR 22
L0 PRSP 23



10.0

©2024-2025
PDF Structure



10

©2024-2025

PDF Structure Portable Document Format

PDF Security(

PDF Structure

PDF Structure

Updated PDF

RSASSA-PKCS-v1.5(RFC8017 Section8.2)

11
PDF Structure

2.0 PDF
PDF Structure
Window
Windows Server
C/C++ C#

PDF1.4 PDF1.7
PDF Structure

PDF Structure Security

2025
20
True Type
PKCS 1

Compact Font



©2024-2025
PDF Structure

30
PDF Structure

doc PDF Structure
include C/C++
lib

sample C/C++ C#
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doc/PdfStructure .pdf  PDF Structure
doc/ -pdf PDF Structure

lib/x64/PdfStructure.dll
lib/win32/PdfStructure.dll
lib/x64/PdfStructure.lib C/C++
lib/win32/PdfStructure.lib C/C++

lib/PdfStructureNET.dl1 C# DLL
include/PdfStructure.h C/C++
sample/ .NET C#

sample/C C
sample/Zinit.xml PDF Structure

DLL PdfStructure.dll
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32 C/C++

/C++ PDFStructure.h
PdfStructure.lib PdfStructure.dll
3.3 NET

PdfStructure.dll C#

PdfStructureNET.dII

PDFTools.PDFStructure
PDFTools.PDFStructure.Security
PDFTools.PDFStructure.Security._Misc

Structure
Structure structure = new Structure();

Security
Securitylnterface security = structure.GetSecuritylnterface();
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Uninitialize

PDF Structure

int Initialize(
string licenseKey
)

licenseKey PDF Structure
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void Uninitialize();
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ShowLicenselnfo GetLicenselnfo

void ShowLicenselnfo();

string GetLicenselnfoStr();

ShowLicenselnfo
GetLicenselnfoStr

null
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int LoadlnitFile(

string initFileName
)
int LoadlnitData(
string data
)
int LoadlnitData(
string data
int length
)

initFileName
data
length

XML
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int OpenDoc(

string fileName,
string password,
)
int OpenMemDoc(
byte[] pdfData,
uint length
string password,
)
fileName PDF
pdfData PDF
length PDF
password
56 PDF
int SavePDF(
string filePath,
)
filePath
57 PDF

void CloseDoc();
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5.8 Security
Security

Security Security.SignCloselnterface() Security.Closelnterface()

Security GetSecuritylnterface();

Security
null
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6.0 Security
Security

6.1 PDF (Incremental Update)

(get) int DocumentHierarchyCount

6.2 PDF (Incremental Update)

(get) DocumentHierarchylnfo[] DocumentHierarachylnformation

6.3

(set) String TimestampAuthority
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6.4

(set) String SigneriCertificateSubject

Windows
int SetSignerCertificate(
Params String[] strings
)
strings
null
KCERT_Subject

6.5

(set) String SigneriCertificateSubject
6.6 Secure

Security

int SignCloselnterface(
String filePath
)

filePath
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void Closelnterface()
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7.0 DocumentHierarchy

7.1 Document Security Store(DSS)

Revocation List CRL
ISO32000-2 12.8.4.3 Document Security Store

(get) bool has DSS

True
False

7.2 Validation-related Information(VRI)
-related information

Revocation List CRL
ISO32000-2 12.8.4.4 Validation-related information

(get) bool has_VRI

True
False
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7.2
(Signature Dictionary?)
(get) int has_SIG
type
1 type DocTimeStamp
type Sig
3 type Sig
7.3
(get) bool sig_verified
True
Fasle
74
ByteRange PDF Structure

Crypt Message Syntax
hash_is_matchet _sign

hash_is_matchet ts

RFC5652 RFC3161
(get) bool hash_is_matchet_sign
(get) bool hash_is_matchet ts
True
Fasle

1 1S0O32000-2 12.8 Digital Signature
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(get) int SignerCertlsNotRevoked

0
2
3
7.6
(get) bool SignerCertlsCurrvalid
True
False
1.7
ByteRange
(get) long DataSize
7.8 (Byte Range)
ByteRange’
“Contents”
ByteRange
(get) long[] ByteRange
0]
[11
[2]
3]

2 1S0O32000-2 12.8 Digital Signature
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(get) byte[] RangeDifference
7.10
3 4
True 7.9
(get) string SigObj
711
(get) bool TamperingObj
True
False
712

ISO32000-2 12.5 Annotations

(geD)

string Title

3 1S0O32000-2 7.5.6 Incremantal Update
4 1S032000-2 12.8.4.3 Document Security Store(DSS)
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713
(get) string Name
7.14
ISO32000-2 12.8Didital signature CMS
(get) string M
7.15 Filter

(get) string Filter

Fiter

7.16 SubFilter

(get) string Filter

SubFilter

7.17 (Contents
Contents

(get) byte[] Contents

Contents
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7.18

(get) string DigestAlgorithm

7.19 ProdBuild

(get) string Filter

7.20

8X XXXXX
System.Security.Cryptography. X509Certificates.X509Certificate2
ISO32000-2 12.8.4.4Validation-related information

(get) byte[] SignerCert

721

(get) byte[] SignerCertSn

122

System.Security.Cryptography. X509Certificates. X509DistinguishedName

(get) byte[] SignerCertSubj
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7.23
System.Security.Cryptography.X509Certificates.X509DistinguishedName
(get) byte[] IssuerName
7124 ID
D ID
(get) string SignatureAlgorithmld
D ID
7.25
(get) DateTime NotBefore
7.26
(get) DateTime NotAfter
7.27 ( )
(get) int SignerCert_err
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7.28
7.28.1 ID
ID
(get) string TstPolicyld
ID
7.28.2 ID
ID
(get) string HashOid
D
7.28.3
Massagelmprint
(get) byte[] HashMessage
7.28.4
(get) string GenTime
(get) DateTime GenTm

7.28.5 Accuracy(

DateTime

)

Accuracy
RFC3161 2.4.2Response Format

(geD)
(geD)
(geD)

int AccuracySec
int AccuracyMilli
int AccuracyMicro
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7.28.6
GeneralName

(get) string TsaName

Tsa

7.29 VRI
Validation-related information

8.x XXXXX
System.Security.Cryptography. X509Certificates.X509Certificate2
ISO32000-2 12.8.4.4Validation-related information
(get) byte[][1 VRI_Certs
7.30 VRI CRL
Validation-related information Certificate Revocation
List
8.X XXXXX
ISO32000-2 12.8.4.4Validation-related information
(get) byte[]1[1 VRI_CRLs
7.31 VRI OCSP
Validation-related information OCSP Online Certificate Status Protocol
OCSP

ISO32000-2 12.8.4.4Validation-related information

(get) byte[][]1 VRI_OCSPs
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7.32 CMS
“ETSI .CAdES.detached”

ISO32000-2 12.8.3.3.2Revocation of CMS-based signatures

(get) byte[][] cms_CRLs
(get) byte[][] cms_OCSPs

7.33
(get) SecKindOfSigningTime SigningTime_source
SEC_SIGNING_TIME_SYS(0)
SEC_SIGNING_TIME_M(1)
SEC_GIGNING_TIME_SIGN(2)
SEC_SIGNING_TIME_TS(3)
7.34

(get) DateTime SigningTime
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Windows AP MSDN

8.1 BynaryToString

Windows APl CryptBinaryToString

PDF Structure

static string SignCloselnterface(
byte[] data,
CryptStringFlag flag,

data
flag

Windows APl CryptUIDIgViewContext
8.2 ViewCertificate

Windows APl CryptUIDIgViewContext

static bool ViewCertificate(
byte[] data,

data

True
False

8.3 ViewCRL
Certificate Revocation List;
Windows APl CryptUlDIgViewContext

static bool ViewCertificate(
byte[] data,

data

True
False
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